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ABSTRACT
More and worse infectious disease outbreaks in areas with 
limited resources prove that fast disease monitoring and 
fast action are crucial. Older paper-based systems tend to 
be slow, divided, and do not adequately detect and handle 
threats to people’s health. The study looks into including 
mHealth, cloud-based EHRs, GIS, and AI tools into disease 
surveillance in communities with few resources. By looking at 
available technology, carrying out case studies in sub-Saharan 
Africa and Southeast Asia, and interviewing key participants, 
the study discovers what enables digital integration, slows it 
down, and the benefits of it. Digital platforms properly carried 
out can lead to quicker action, more accurate information, 
and increased coordination in the face of health emergencies. 
Even so, shortcomings like low-quality internet, gaps in training 
people, and worries about data protection are still present. 
This report provides recommendations for those in charge 
of policy, donations, and public health agencies to support 
increasing digital surveillance systems and improving global 
health protection.
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INTRODUCTION 
Infectious diseases continue to pose a significant threat 
to public health, particularly in low-resource settings 
where surveillance and response systems are often 
underdeveloped. The COVID-19 pandemic exposed 
vulnerabilities in global health security and emphasized 
the importance of timely disease detection, data-driven 
decision-making, and coordinated response mechanisms. 
Traditional surveillance methods, which rely heavily 
on manual data entry and delayed reporting, have 

proven insufficient in rapidly identifying outbreaks and 
mitigating their spread. As a result, there has been a 
growing interest in leveraging digital health platforms to 
enhance the real-time capabilities of disease surveillance 
and response systems, especially in regions with 
constrained health infrastructures.

Digital health encompasses a broad range of 
technologies, including mobile health (mHealth), 
cloud-based health information systems, geographic 
information systems (GIS), artificial intelligence (AI), and 
wearable sensors. These innovations have demonstrated 
potential in improving health data collection, analysis, and 
dissemination, thereby strengthening epidemiological 
intelligence.1 Mobile devices, for instance, have been 
successfully deployed in clinical trials and health data 
tracking in remote areas, offering low-cost and scalable 
solutions for data collection and patient monitoring.2 
Moreover, GIS mapping tools have enabled more accurate 
tracking of disease spread and identification of hotspots, 
aiding in the deployment of targeted interventions.3

Despite the promise of digital health technologies, 
their implementation in low-resource settings presents 
numerous challenges. These include limited internet 
connectivity, inadequate digital literacy among healthcare 
workers, financial constraints, and concerns related to 
data privacy and security.4,5 Furthermore, the lack of 
interoperability among digital platforms often leads to 
fragmented data systems, hindering the seamless flow 
of health information across stakeholders. Nevertheless, 
successful case studies from Ethiopia and other African 
countries suggest that, with proper planning and 
investment, digital health integration can significantly 
enhance the efficiency and responsiveness of public 
health systems.6,7

The integration of digital health platforms into 
national and sub-national disease surveillance systems 
aligns with global health objectives such as the Sustainable 
Development Goal 3 (SDG 3), which emphasizes health 
system strengthening and universal health coverage.8 
Additionally, innovative uses of AI and cloud computing 
have shown potential in enhancing predictive modeling 
and early warning systems for outbreaks, especially 
during emergencies like COVID-19.9 However, there 
remains a significant gap in the literature regarding how 
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these digital tools can be adapted, implemented, and 
sustained in resource-constrained environments.

This research aims to address this gap by examining 
the role of digital health platforms in real-time disease 
surveillance and response within low-resource settings. 
Specifically, it seeks to (1) evaluate the effectiveness 
of existing digital interventions, (2) identify barriers 
and facilitators of integration, and (3) provide strategic 
recommendations for scalable and sustainable 
implementation. Through a comprehensive review of 
the literature and analysis of case studies, this study 
contributes to the growing body of evidence supporting 
digital health as a transformative tool in global public 
health.

Literature Review
The global burden of infectious diseases, particularly in 
low-resource settings, has necessitated a paradigm shift 
toward technologically enhanced disease surveillance 
and response systems. Literature over the past decade 
has underscored the importance of digital health 
platforms in bridging gaps in timeliness, data accuracy, 
and coordination of response activities. This review 
synthesizes current evidence on digital health tools 
and systems that have been tested or implemented in 
low-resource settings, highlighting their effectiveness, 
limitations, and implementation barriers.

Evolution of Disease Surveillance in Low-
Resource Settings
Traditional disease surveillance systems in low-
income and middle-income countries (LMICs) often 
rely on manual data entry, delayed reporting cycles, 
and fragmented communication channels. These 
inefficiencies undermine early detection and rapid 
response, exacerbating the spread of communicable 
diseases such as cholera, malaria, Ebola, and most 
recently, COVID-19.8 The World Health Organization’s 
Integrated Disease Surveillance and Response (IDSR) 
framework aimed to address these limitations, but its 
success has been variable due to resource constraints and 
poor technological infrastructure.10

Digital Health Technologies and Applications
A variety of digital health tools ranging from mHealth 
applications and geographic information systems (GIS) 
to AI-powered analytics have emerged as potential 
game-changers in disease surveillance. For instance, 
Van Dam et al. (2017)2 demonstrated the efficacy of an 
open-source mobile platform for real-time data collection 
during clinical trials in rural Kenya, improving both 
data quality and timeliness. Similarly, Chin et al. (2013)11 

developed a mobile diagnostic device that not only 

facilitated disease diagnosis but also enabled real-time 
data tracking, proving highly valuable in resource-
limited environments.

Moreover, the integration of point-of-care (POC) 
diagnostics with digital reporting tools has accelerated 
case detection and enabled faster responses to outbreaks.10 
Digital molecular diagnostics, as outlined by the Digital 
Diagnostics for Africa Network (2022),12 are especially 
promising in sub-Saharan Africa, where diagnostic 
infrastructure is limited.

Effectiveness of Digital Surveillance During 
Health Crises
During the COVID-19 pandemic, digital platforms played 
a pivotal role in data reporting, contact tracing, vaccine 
distribution, and patient monitoring.7 Mobile and cloud-
based systems allowed for scalable and decentralized 
surveillance networks, providing health authorities with 
real-time dashboards and predictive models.9 In Ethiopia, 
Manyazewal et al. (2021)6 conducted a systematic review 
and found that digital health interventions significantly 
improved health service delivery, communication, and 
epidemiological data accuracy.

Implementation Challenges in Low-Resource 
Settings
Despite their promise, several challenges continue 
to hinder the widespread adoption of digital health 
technologies. These include poor internet connectivity, 
limited digital literacy among health workers, high costs 
of infrastructure deployment, and data privacy concerns1 
Furthermore, lack of interoperability between platforms 
often leads to fragmented data systems, reducing the 
effectiveness of integrated surveillance.5

Figure 1: This visual clearly illustrates how digital platforms 
improve the speed and efficiency of disease surveillance and 

response compared to traditional methods
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Another key limitation lies in the underutilization of 
decision-support tools tailored for resource-limited 
environments. Kiyasseh, Zhu, and Clifton (2020)4 argue 
that many clinical decision-support systems (CDSS) are 
not context-sensitive, lacking adaptability to local disease 
patterns and care protocols. As a result, some systems fail 
to gain traction or deliver meaningful health outcomes.

Strategic Frameworks and Policy Considerations
There is a growing call for evidence-based policy 
frameworks that promote the scalable and sustainable 
adoption of digital health in LMICs. Fornace et al. (2018)3 
recommend participatory mapping and geolocation 
of health facility attendees to enhance surveillance 
granularity, particularly in rural areas. Moreover, 
integrating semantic interoperability standards and 
open-source architecture can ensure that digital systems 
are adaptable, sustainable, and inclusive.13

From a policy standpoint, collaboration between 
governments, international agencies, and private tech 
developers is essential to overcome systemic bottlenecks 
and ensure regulatory compliance with data protection 
laws. The African Union and WHO Africa have already 
initiated continental frameworks for digital health 
integration, though their impact remains uneven across 
member states.12

METHODOLOGY

Research Design
This study adopts a mixed-methods research design, 
combining systematic literature review, qualitative case 
studies, and semi-structured stakeholder interviews to 
comprehensively assess the integration of digital health 
platforms in real-time disease surveillance within low-
resource settings. The mixed-methods approach allows 
for triangulation of data sources, enhancing the validity 
and depth of findings.

Systematic Literature Review
A systematic literature review was conducted to identify 
existing digital health technologies applied to disease 
surveillance and response in low-resource contexts. 
Databases including PubMed, Scopus, Web of Science, 
and Google Scholar were searched using keywords 
such as “digital health,” “disease surveillance,” “real-
time data,” “low-resource settings,” and “public health 
emergencies.” The review included peer-reviewed 
articles published up to the year 2023, prioritizing studies 
from sub-Saharan Africa, South Asia, and Latin America 
due to the high burden of infectious diseases in these 
regions.6,7

Case Study Selection
To evaluate practical implementation and outcomes, three 
low-resource countries with active digital surveillance 
initiatives were selected as case studies: Kenya, Ethiopia, 
and Bangladesh. These countries were chosen based on 
documented use of mobile health platforms, electronic 
health records, and geographic information systems 
to facilitate real-time disease reporting and outbreak 
response.2,3,8 Data were collected from government health 
ministry reports, platform performance metrics, and 
independent evaluations.

Data Collection
Primary data were gathered through semi-structured 
interviews with key stakeholders including public health 
officials, frontline healthcare workers, and technology 
implementers in the selected countries. Interview guides 
were developed to explore perceived benefits, technical 
challenges, workforce capacity, and data security 
concerns regarding digital platform integration.1,4 
Interviews were conducted virtually due to geographical 
constraints and transcribed verbatim for analysis.

Data Analysis
Quant itat ive data from platform performance 
metrics (e.g., reporting times, case detection rates) 
were analyzed using descriptive statistics to assess 
improvements in surveillance timeliness and accuracy. 
Qualitative interview data were analyzed theoretically 
following Braun and Clarke’s (2006) framework, 
enabling identification of recurring themes related to 
implementation barriers and facilitators.

Ethical Considerations
The study adhered to ethical guidelines for research 
involving human subjects. Institutional Review Board 
(IRB) approval was obtained from relevant bodies in each 
case study country. Informed consent was secured from 
all interview participants, ensuring confidentiality and 
the right to withdraw at any stage.

Limitations
The methodology is subject to limitations including 
potential bias in self-reported stakeholder interviews 
and variability in digital platform maturity across 
selected countries. Additionally, the COVID-19 pandemic 
impacted data collection timelines and access to in-person 
interviews.

RESULTS
The integration of digital health platforms for real-
time disease surveillance in low-resource settings 
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Table 1: Summary of case study countries and digital health platforms evaluated

Country Digital Platform(s) Used Key Features Data Sources Reported Benefits

Kenya mHealth apps, cloud-
based EHR

Mobile reporting, real-time 
dashboards

Ministry of Health Reduced reporting lag, 
enhanced data accuracy

Ethiopia GIS mapping, SMS-
based surveillance

Geolocation, automated 
alerts

Regional Health 
Bureaus

Improved outbreak mapping, 
faster response

Bangladesh Integrated EHR and 
mobile data tools

Interoperability, remote 
data collection

Health NGOs, Govt Increased case detection, better 
coordination

demonstrated notable improvements in the speed, 
accuracy, and coordination of public health responses. 
This section presents the findings derived from multiple 
case studies conducted in sub-Saharan Africa and 
Southeast Asia, combined with quantitative data from 
system performance metrics and qualitative feedback 
from frontline healthcare workers and public health 
officials.

Real-Time Data Reporting Performance
The adoption of mobile health (mHealth) applications and 
cloud-based electronic health records (EHRs) significantly 
reduced the average time required for disease outbreak 
detection and reporting. Prior to integration, many 
surveillance systems relied on manual, paper-based 
reporting, which often caused delays ranging from 
days to weeks. Post-integration data revealed that 
digital platforms reduced reporting lag times to an 
average of 6 hours, enabling near real-time data sharing 
with regional and national health authorities.2,3 This 
reduction in latency was particularly evident during 
pilot implementations of mobile participatory mapping 
tools, which facilitated geolocation and tracking of 
symptomatic cases at the community level.3

4.2 Data Accuracy and Completeness
The digital health systems exhibited a marked 
improvement in the accuracy and completeness of 
surveillance data. Automated data entry through mobile 
devices minimize human errors common in manual 
data collection processes.11 Furthermore, integration 
with decision support systems enhanced the validation 
of reported cases by cross-referencing symptoms and 
epidemiological patterns, reducing false positives and 
improving case classification.4 Stakeholder interviews 
indicated increased confidence among healthcare 
workers in data reliability, which, in turn, fostered more 
proactive reporting behaviors.6

Interoperability and System Scalability
The interoperability between different digital health 
platforms was a crit ical success factor. Several 
implementations demonstrated the effective linking 

of mobile reporting applications with national health 
information systems and laboratory databases, enabling 
seamless data exchange across various levels of 
the health system.13 This connectivity facilitated 
comprehensive surveillance that integrated clinical, 
laboratory, and geographic data, providing a holistic 
view of outbreaks.12 Moreover, pilot projects showed that 
cloud-based infrastructure allowed scalable deployments, 
accommodating expanding user bases without significant 
loss of performance or increased costs.1

Stakeholder Feedback and User Experience
Qualitative data from semi-structured interviews and 
focus groups highlighted several user experiences related 
to digital platform adoption. Health workers reported 
increased ease of data entry and rapid feedback loops 
that supported timely decision-making.5 However, 
challenges such as intermittent internet connectivity, 
insufficient training, and concerns about data privacy 
were consistently reported.7,8 Despite these barriers, 
the majority expressed optimism about the potential 
of digital systems to transform disease surveillance in 
resource-limited contexts.

Impact on Disease Surveillance and Response 
Outcomes
Quantitative analysis of epidemiological trends in areas 
utilizing integrated digital platforms revealed earlier 
detection of outbreaks compared to regions relying on 
traditional methods. For example, in one sub-Saharan pilot 
site, the time from index case identification to initiation 
of response decreased by 40%, which contributed to 
containment of outbreaks such as cholera and malaria.9,10 
Furthermore, the digital platforms supported real-time 
visualization and hotspot mapping, enhancing resource 
allocation and targeted interventions.3

The line graph illustrating the Average Time (in 
hours) from Case Detection to Reporting Before and After 
Digital Platform Integration (2015–2023).
•	 The red dashed line shows the slower reporting times 

before digital integration (roughly 72 hours in 2015, 
gradually improving slightly).

•	 The green solid line shows the significant reduction 
in reporting time after digital health platforms were 
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implemented, dropping from 72 hours to about 6 
hours by 2023.

This visual clearly demonstrates the impact of digital 
platforms in accelerating disease surveillance reporting 
in low-resource settings.

Challenges Identified
Despite overall positive results, several persistent 
challenges were identified:

Infrastructure limitations
Unstable electricity and internet access disrupted 
continuous data transmission in remote areas.1

Capacity building needs
Ongoing training and technical support were essential to 
maintain user proficiency and system reliability.6

Data security concerns
Ensuring patient privacy and compliance with local 
and international data protection regulations required 
enhanced encryption and governance protocols.7

In summary, the integration of digital health 
platforms significantly enhanced real-time disease 
surveillance capabilities in low-resource settings by 
improving timeliness, data quality, interoperability, and 
user engagement. These advances contributed to more 
effective outbreak detection and response, although 
infrastructure and training challenges remain critical 
areas for further investment and research.

DISCUSSION
This study highlights the significant potential of 
integrating digital health platforms to enhance real-time 
disease surveillance and response in low-resource settings. 
The findings align with existing literature emphasizing the 

transformative role of digital technologies in overcoming 
traditional public health surveillance limitations such 
as delayed reporting, fragmented data systems, and 
inadequate response coordination.2,6 The integration of 
mobile health applications, cloud-based electronic health 
records, and AI-driven analytics facilitates timely data 
collection, processing, and dissemination, which are 
critical for early outbreak detection and efficient public 
health interventions.

The enhanced timeliness and accuracy of disease 
reporting demonstrated in this research resonate with 
previous studies that found digital tools significantly 
reduce the lag between case detection and notification.3,7 
Real-time geolocation and mapping through GIS enable 
targeted interventions, improving resource allocation and 
outbreak containment.10 These capabilities are essential 
in low-resource settings, where health infrastructure is 
often underdeveloped, and rapid decision-making can 
mitigate widespread disease transmission.

Despite the evident benefits, several challenges persist 
in the adoption and scalability of digital surveillance 
systems in low-resource contexts. Limited internet 
connectivity and unreliable electricity supply remain 
substantial barriers, echoing findings by Mbunge et 
al. (2021)1 and Kiyasseh et al. (2020),4 who note that 
infrastructural deficits hinder continuous platform 
operation and data transmission. Moreover, the digital 
literacy gap among frontline health workers constrains 
effective use and maintenance of these technologies.5 
Training and capacity building are therefore critical to 
maximize the utility of digital health tools and ensure 
sustainability.

Data security and privacy concerns also pose 
significant challenges, particularly in regions with 
weak regulatory frameworks.12 The sensitivity of health 

Figure 2: Missing Caption
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data necessitates robust encryption protocols and 
adherence to ethical standards to foster trust among 
users and patients.9 Integrating secure systems while 
maintaining usability is vital for widespread acceptance 
and compliance.

The role of multi-sectoral collaboration emerged as 
a key facilitator in successful digital health integration, 
consistent with the recommendations of Asi and Williams 
(2018).8 Partnerships involving government agencies, 
international donors, private sector technology providers, 
and local communities ensure resource mobilization, 
context-specific customization, and policy support. 
Such collaborative approaches can address funding gaps 
and policy fragmentation that often stall digital health 
initiatives.13

This study’s insights contribute to the growing 
evidence base advocating for the expansion of digital 
health platforms as indispensable tools in pandemic 
preparedness and response strategies globally. 
The findings underscore the necessity for tailored 
interventions that consider local infrastructural 
realities, cultural contexts, and health system capacities. 
Furthermore, the incorporation of emerging technologies 
such as AI-driven predictive analytics and blockchain 
for data security presents promising avenues for future 
enhancements in disease surveillance.1,9

While digital health platforms offer a transformative 
opportunity to improve disease surveillance and 
response in low-resource set t ings, addressing 
infrastructural, educational, and ethical challenges is 
essential. Policymakers and stakeholders must prioritize 
investments in digital infrastructure, workforce 
development, and regulatory frameworks to realize the 
full potential of these technologies in strengthening 
global health security.

CONCLUSION
Digital health tools, when included in real-time systems for 
monitoring and dealing with infectious diseases, greatly 
support efforts to improve public health in areas with limited 
resources. The findings reveal that reliance on mobile health 
tools, electronic health records kept online, information tools 
on maps, and artificial intelligence speed up, improve accuracy 
in, and organize efforts to check for diseases. They are key 
to discovering and managing infectious disease outbreaks, 
helping to lower both sickness and the death rate.

Even so, it is still challenging for these technologies to be 
fully used, since there are restrictions on infrastructure, too 
few skilled workers, and worries about data being protected 
and safe. Helping to overcome these problems means focusing 
on good internet access, regular power, thorough training for 
health care staff, and well-designed legislation to secure private 
health information. Furthermore, digital health initiatives can 

only be supported and adjusted by governments, technology 
companies, donors, and the local communities working 
together closely.

Technological progress like making use of predictive 
analytics and blockchain would also help enhance surveillance 
and keep data intact. At the end of the day, using digital health 
platforms in an organized strategy will greatly help get ready 
for and answer to new pandemics, ensure health services are 
available to everyone, and work towards better security for 
global health in countries facing limited resources.
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